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IMPORTANT!
READ CAREFULLY BEFORE USE.

KEEP THIS GUIDE FOR FUTURE REFERENCE.

This User’s Guide is for the platform version listed on the cover. Not all products support all frmware
features. Screenshots and graphics in this book may differ slightly from your product due to differences
in your product firmware or your computer operating system. Every effort has been made to ensure that
the information in this manual is accurate.

Note: The version number on the cover page refers to the PM Device’s latest firmware version
to which this User’s Guide applies.

Related Documentation

* Quick Start Guide
The Quick Start Guide shows how to connect the PM Device and get up and running right away.
= More Information

Go to https://www.zyxel.com/service-provider/global/en/tech-support to find other information on
the PM Device.
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Document Conventions

Document Conventions

Warnings and Notes

These are how warnings and notes are shown in this guide.

Warnings tell you about things that could harm you or your device.

Note: Notes tell you other important information (for example, other things you may need to
configure or helpful tips) or recommendations.

Syntax Conventions
« Product labels, screen names, field labels and field choices are all in bold font.

= Aright angle bracket ( >) within a screen name denotes a mouse click. For example, Network Setting
> LAN means you first click Network Setting in the navigation panel, then the LAN sub menu to get to
that screen.

Icons Used in Figures

Figures in this user guide may use the following generic icons. The PM Device icon is not an exact
representation of your device.

PM Device Generic Router

Desktop Server

+I
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Accessibility and Compatibility

Accessibility and Compatibility

Introduction

This User’s Guide complies with the accessibility requirements set out in EAA (European Accessibility Act)
(EU) 2019/882.

Accessibility makes this User’s Guide usable for people with disabilities, including those with visual,

auditory, motor, and cognitive impairments. Compatibility ensures this User’s Guide works well with a
wide range of devices, software, and assistive technologies.

Accessibility Feature — Screen Reader Support
The visually impaired may use screen readers, such as NVDA to read contents.

To use the screen reader, do the following:

Open your screen reader software.
Navigate to this User’s Guide; the screen reader should automatically start reading the contents.

Use the keyboard shortcuts to navigate through this User’s Guide (refer to the screen reader
documentation).

Accessibility Feature — Keyboard Navigation

Keyboard navigation allows you to read the contents in this User’s Guide without a mouse. Use the
following keys.

Tab key: navigate between interactive elements (for example, buttons, links, fields).

Enter key: select or activate the highlighted item.

Arrow keys: move between options in menus or lists.

Esc (Escape) key: close pop-up windows or cancel actions.

How to Get Support

If you are an Internet Service Provider (ISP), please contact your Zyxel sales or service representative for
direct support.

If you obtained your PM Device from an ISP, please contact your ISP's support team directly, as the PM
Device may have custom configurations.
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CHAPTER 1
Introduction

1.1 Overview

The PM Devices are Symmetric Passive Optical Network (XGSPON) VolIP Bridge Optical Network
Terminals (ONT). The PM7516-R0 and PM7513-R0 have one 10G Ethernet port.

1.1.1 Network Bridge

The Ethernet port on the PM Device acts as a bridge. You can connect a switch or router to it. In the
example figure below, the service provider (OLT) uses one physical fiber line to provide service for the
Ethernet port on the PM Device. The PM Device’s Ethernet port provides a 10G service to the devices
behind a switch or router.

Table 1 PM Device Comparison Table

PM7513-R0O PM7516-R0
LAN 10G LAN 10G LAN
PON YES YES
UPS YES YES
VolP YES YES

Figure 1 PM Deviceas a Network Bridge

1.1.2 Internet Access

Your PM Device provides Internet access by connecting a fiber optic line provided by the Internet
Service Provider (ISP) to the PON port. It supports OMCI (ONU Management and Control Interface) for
provisioning and management by the ISP's OLT (Optical Line Terminal).

1.1.3 Multi-Gigabit

Multi-Gigabit Ethernet supports network speeds of 1 Gbps, 2.5 Gbps, 5 Gbps, and 10 Gbps. Not all Multi-
Gigabit ports support all speeds.
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Chapter 1 Introduction

Some network devices, such as gaming computers, servers, NAS devices, or access points, support 2.5
Gbps or 5 Gbps connectivity. The Multi-Gigabit Ethernet technology enables the PM Device to
automatically detect and adjust to the required speed of the connected network device. A non-Multi-
Gigabit 10G port would connect to a 2.5 Gbps or 5 Gbps device at just 1 Gbps.

Actual speeds also depend on the type of Ethernet cable used. See (Table number: Ethernet Cable
Types) for the correct Ethernet cable type.

Actual speeds also depend on the type of Ethernet cable used. See Table 2 on page 11 for the correct
Ethernet cable type.

Figure 2 Multi-Gigabit Application
PM " Internet

\

= —

See the following table for the cables required and distance limitation to attain the corresponding

speed.

Table 2 Ethernet Cable Types
CABLE TRANSMISSION SPEED MAXIMUM DISTANCE BANDWIDTH CAPACITY
Category 5 100M 100 m 100 MHz
Category 5e 1G/25G/5G 100 m 100 MHz
Category 6 5G / 10G 100m /55 m 250 MHz
Category 6a 10G 100 m 500 MHz
Category 7 10G 100 m 600 MHz
* A high quality Category 5e cable can support 5 Gbps and up to 100 m with no electromagnetic interference.

1.2 Ways to Manage the PM Device

Use any of the following methods to manage the PM Device.

= Web Configurator. This is recommended for management of the PM Device using a (supported) web
browser.

= Secure Shell (SSH). Use for troubleshooting the PM Device by qualified personnel.

PM7513-R0O / PM7516-R0 User’s Guide
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Chapter 1 Introduction

1.3 Good Habits for Managing the PM Device

Do the following things regularly to make the PM Device more secure and to manage the PM Device
more effectively.

= Change the Web Configurator password. Use a password that is not easy to guess and that consists of
different types of characters, such as numbers and letters.

= Write down the password and put it in a safe place.

= Back up the configuration (and make sure you know how to restore it). Restoring an earlier working
configuration may be useful if the device becomes unstable or even crashes. If you forget your
password, you will have to reset the PM Device to its factory default settings. If you backed up an
earlier configuration file, you would not have to totally re-configure the PM Device. You could simply
restore your last configuration.

PM7513-R0O / PM7516-R0 User’s Guide
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CHAPTER 2
Hardware

2.1 Overview

This section describes the front and rear panels for each model. Refer to the PM Device’s Quick Start
Guides to see the product drawings and how to make the hardware connections.

2.2 LEDs Indicators Panel

The following shows the LED indicator panel and the LED behaviors of the PM Device. None of the LEDs
are on if the PM Device is not receiving power. All the LEDs are off if the PM Device is not powered.

XGS-PON VolP Bridge ONT with 10G LAN

= PM7513-R0O
= PM7516-R0

PM7513-R0O / PM7516-R0 User’s Guide
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Chapter 2 Hardware

PM7513-R0O
Figure 3 LED Indicators (PM7513-R0)

ZYXEL

The 10G LAN port is on the rear panel of the PM Device.

Figure 4 LED for 10G LAN Port on the Real Panel (PM7513-R0)

ol ['°

N 4

The following table are the LED descriptions for your PM Device.

Table 3 LED Descriptions (PM7513-R0)

LED COLOR STATUS DESCRIPTION
POWER Green On The PM Device is receiving power and finished booting.
Blinking The PM Device is under the process of power-on self-test (POST) and
booting.
Red On System failure.
Blinking The firmware is upgrading.
Off The PM Device is not receiving power.
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Chapter 2 Hardware

Table 3 LED Descriptions (PM7513-R0) (continued)

LED COLOR STATUS DESCRIPTION
UPS Green On The AC power is off and the UPS (battery backup) is providing power
normally.
Blinking The battery is working abnormally, such as the voltage going outside the
expected range.
Off The battery is not in use or cannot be recharged.
PON Green On The PON link to the OLT is up. The PM Device is receiving an optical signal

of normal strength.

Blinking The PM Device is attempting to link with OLT.

Red On The PON link to the OLT is down.
Blinking The received optical signal is too weak.
VolP Green On A SIP account for outgoing callls is enabled and registered. The phone is
on-hook and idle.
Blinking The phone is off-hook or ringing for an incoming call.
Amber On The phone is on-hook and idle and there is a voice message. A SIP
account for outgoing calls is enabled and registered.
Blinking The phone is off-hook or ringing for an incoming call and there is a voice
message.
Off The PM Device is powered off, the VolIP function is turned off, or the phone
port does not have a SIP account registered.
10G LAN Green On The PM Device’s 10 Gbps LAN connection is ready.
Blinking The PM Device is transmitting or receiving data.
Off No Ethernet device connected.
PM7516-R0O

Figure 5 LED Indicators (PM7516-R0)

The 10G LAN port is on the rear panel of the PM Device.
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Figure 6 LED for 10G LAN Port on the Real Panel (PM7516-R0)

EER- [~ @
LJ v ||

The following table are the LED descriptions for your PM Device.

Table 4 LED Descriptions (PM7516-R0)

LED COLOR STATUS DESCRIPTION
POWER Green On The PM Device is receiving power and finished booting.
Blinking The PM Device is under the process of power-on self-test (POST) and
booting.
Red On System failure.
Blinking The firmware is upgrading.
Off The PM Device is not receiving power.
UPS Green On The AC power is off and the UPS (battery backup) is providing power
normally.
Blinking The battery is working abnormally, such as the voltage going outside the
expected range.
Off The battery is not in use or cannot be recharged.
PON Green On PON link to the OLT is up. Receiving an optical signal of normal strength.

Blinking Attempting to link with OLT.

Red On The link is down.
Blinking The received optical signal is too weak.
VolP Green On A SIP account for outgoing calls is enabled and registered. The phone is
on-hook and idle.
Blinking The phone is off-hook or ringing for an incoming call.
Amber On The phone is on-hook and idle and there is a voice message. A SIP
account for outgoing callls is enabled and registered.
Blinking The phone is off-hook or ringing for an incoming call and there is a voice
message.
Off The PM Device is powered off, the VolIP function is turned off, or the phone
port does not have a SIP account registered.
10G LAN Green On The PM Device’s 10 Gbps LAN connection is ready.
Blinking The PM Device is transmitting or receiving data.
Off No Ethernet device connected.

2.3 Ports Panel

The following shows the PM Device ports panel and connection ports.

PM7513-R0O / PM7516-R0 User’s Guide
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Chapter 2 Hardware

XGS-PON VolP Bridge ONT with 10G LAN

= PM7513-R0O
= PM7516-R0

PM7513-R0O
Place the PM Device with the ports and buttons facing you, and the ON/OFF button located near to the
left side. The PON port and the 10G LAN port are on the rear panel of the PM Device.

Figure 7 10G LAN Port on the Real Panel (PM7513-R0)

OB i N

———

For PM7513-R0, the RESET button is on the left hand side of the PM Device with the ports facing you.

Figure 8 Reset Button on the Left Hand Side of the PM Device (PM7513-R0)

The following table describes the items on the PM Device’s rear panel.

Table 5 Rear Panel (PM7513-R0)

LABEL DESCRIPTION

POWER Connect the power adapter and press the ON/OFF button to start the device.

UPS Connect a UPS (Uninterruptible Power Supply) to the UPS port to have a backup power source
when the main power fails.

10G LAN Connect computers, IPTVs, gaming consoles, and other Ethernet devices to this port for up to 10
Gbps Internet access.

VolP Connect an analog phone to the VoIP port to make phone calls.

PON Connect the fiber optic cable to the PON (Passive Optical Network) port for Internet access.

RESET Press the recessed button for more than 5 seconds (or until the POWER LED starts to blink), then
release it to return the PM Device to the factory defaults (the randomly assigned default password,
LAN IP address 192.168.0.1 etc.)

PM7516-R0O

Place the PM Device with the ports and buttons facing you, and the PON port at the bottom. The PON
port is on the bottom of the PM Device.

PM7513-R0O / PM7516-R0 User’s Guide
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Figure 9 Real Panel (PM7516-R0)
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The PON port of the PM Device is at the bottom panel.

Figure 10 PON port at the Bottom Panel (PM7516-R0)

The following table describes the items on the PM Device’s rear panel.

Table 6 Rear Panel (PM7516-R0)

LABEL DESCRIPTION

POWER Connect the power adapter and press the ON/OFF button to start the device.

UPS Connect a UPS (Uninterruptible Power Supply) to the UPS port to have a backup power source
when the main power fails.

RESET Press the recessed button for more than 5 seconds (or until the POWER LED starts to blink), then
release it to return the PM Device to the factory defaults (the randomly assigned default password,
LAN IP address 192.168.0.1 etc.)

10G LAN Connect computers, IPTVs, gaming consoles, and other Ethernet devices to this port for up to 10
Gbps Internet access.

PM7513-R0 / PM7516-R0 User’s Guide
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Table 6 Rear Panel (continued)(PM7516-R0)

LABEL DESCRIPTION
VolP Connect an analog phone to the VolP port to make phone calls.
PON Connect the fiber optic cable to the PON (Passive Optical Network) port for Internet access.

2.3.1 UPS Port

You can connect a UPS to the UPS port to keep the PM Device running in case the main power fails. The
following diagram and chart show the pin assignments of the UPS port on the PM Device.

Note: The main power and UPS cannot be used at the same time.

Figure 11 UPS Port Pin Layout

UPS

(234
5]le]l7]i8]

Table 7 UPS Port Pin Assighment
PIN | UPS PORT

VCC_12VDC

UPS status: On battery

UPS status: Battery missing
GND
GND

UPS status: Replace battery

UPS status: Low battery
NA

(N[O B~ W[DN| R

2.3.2 Reset Button

If you forget your password or cannot access the Web Configurator, you will need to use the RESET
button on the rear panel of the device to reload the factory system configuration. This means that you
will lose all configurations that you had previously and the password will be reset to the default.

1 Make sure the POWER LED is on (not blinking).

2  Press the RESET button for more than 5 seconds or until the POWER LED begins to blink. Wait for the
POWER LED to turn solid green. At this point, the device is reset to factory default settings.

For PM7513-R0, the RESET button is on the left hand side of the PM Device with the ports facing you.

PM7513-R0O / PM7516-R0 User’s Guide

19
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Figure 12 Reset Button on the left hand side of the PM Device (PM7513-R0)

For PM7516-R0, the RESET button is on the rear panel of the PM Device

Figure 13 Reset Button (PM7516-R0)
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CHAPTER 3
The Web Configurator

3.1 Overview

The Web Configurator HTML-based management interface allows easy system setup and management
through an Internet browser such as Internet Explorer 11, Mozilla Firefox, or Google Chrome. In order to
use the Web Configurator you need to allow:

= Web browser pop-up windows from your PM Device. Web pop-up blocking is enabled by default in
Windows 10.

= JavaScript (enabled by default).

= Java permissions (enabled by default).

3.1.1 Accessing the Web Configurator

The following uses PM7516-R0 screens as examples.

1 Make sure your PM Device hardware is properly connected (refer to the Quick Start Guide).

2 Manually configure your computer’s IP address to 192.168.0.X (X represents any number from 2 to 254.
For example, 192.168.0.25. Then set the subnet mask as 255.255.255.0.

3 Launch your web browser. If the PM Device does not automatically redirect you to the login screen, go
to https://192.168.0.1.

4 Alogin screen displays.

5 Type the default username admin and the default password from the device label and click Login. If
you have changed the password, enter your password and click Login.

Figure 14 Password Screen

Welcome
Welcome to configuration interface. Please enter username
and password to login.
~ Username: | |
' Password: | |

| Login |

6 Afteryou log in, the System Info page appears, where you can view the PM Device's interface and
system information.
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Figure 15 System Info Screen

ZYXEL Pwm7513-RO c)

Status

Refresh Interval:

@

Connection Device Information System Status

Status
Country Code: FF System Uptime: 1 day: 1 hour: 59 minutes
Model Name: FM7513-R0 Pon UpTime: 0 day: 0 hour: 0 minute: 0 second
2 MAC Address: Current Date/Time:  Sat Mar 22 12:50:30 CET 2025
Hii it Firmware Version: V1.00{ACOH.0)b3_0319 IPoE UpTime: 0 day: 0 hour: 0 minute: 0 second
BT Serial Number: System Resource:

GPON Serial Number: - CPU Usage: |:| 04%
LAN Information: " ” - o
= © | -IP Address - 192.168.0.1 -Memory Usage: [0 |

2 H - |P Subnet Mask : 255.255.255.0
System Monitor
Z Link State: down
Rix Power: -40.00 dBm
Tx Power: -40.00 dBm
Tx Bias: 0.00 mA
Supply Voltage: 336V
C‘I;:amperalure(degree 39.99

Interface Status

Interface Status Rate
| 10GLAN up 1000M/Full |

Registration Status

Account  Accoun... URI
| 1 Disabled  AuthUserName@Proxyserver |

|
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3.2 Web Configurator Layout

Figure 16 Screen Layout

ZYXEL | pm7513-RO0 A engienv | ()
Status
9% Refresh Interval:
e
Cﬂg{'ﬂ‘;ﬁgon Device Information System Status
- Country Code: FF System Uptime: 1 day: 1 hour: 59 minutes
e x Model Name: FM7513-R0 Pon UpTime: 0 day: 0 hour: 0 minute: 0 second
k® H MAC Address: Current Date/Time:  Sat Mar 22 12:50:30 CET 2025
Firmware Version: V1.00{ACOH.0)b3_0319 IPoE UpTime: 0 day: 0 hour: 0 minute: 0 second
Serial Number: System Resource:
GPON Serial Mumber: - CPU Usage: l:l 04%
LAN Information: i
1| -1paddress: 192.168.0.1 -Memory Usage: [ | 28%
- |P Subnet Mask : 255.255.255.0
T{\ —
\v ? Link Stae: dowm
‘ Rix Power: -40.00 dBm
Tx Power: -40.00 dBm
Tx Bias: 0.00 mA
B Supply Voltage: 336V
C‘I;:amperalure(degree 39.99

Interface Status

Interface Status Rate
| 10GLAN up 1000M/Full |

Registration Status

Account  Accoun... URI
| 1 Disabled  AuthUserName@Proxyserver |

|

As illustrated above, the main screen is divided into these parts:

the web configurator.
= B - Navigation Panel: see Section 3.2.1 on page 23 for more information.

= C - Main window: this displays information and configuration fields.

3.2.1 Navigation Panel

Use the menu items on the navigation panel to open the following status and configuration screens.
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Figure 17 Navigation Panel

Connection
Status

3.2.1.1 Screens

Use the menu items on the navigation panel to open status and configuration screens. The following
table describes the menu items.

Table 8 Screens Summary(PM7513-R0)

LINK TAB FUNCTION
Connection Status Displays the System Info screen which shows the PM Device’s general
device and network status information.
Network Setting
LAN Use this screen to set the Local Area Network IP address and subnet
mask of your ZyXEL Device.
System Monitor
Log System Log Use this screen to view the status of events that occurred to the PM
Device. You can export the logs to your computer.
Traffic Status WAN Use this screen to view the status of all network traffic going through the
WAN port of the PM Device.
LAN Use this screen to view the status of all network traffic going through the
LAN port of the PM Device.
VolP Status VolP Status Use this screen to view VolIP registration, current call status and phone
numbers for the phone ports.
Maintenance

User Account

User Account

Use this screen to change the user password on the PM Device.

System System Use this screen to set the length of inactive time before the PM Device
automatically logs the user out of the Web Configurator.

Time Setting Time Setting Use this screen to change your PM Device’s time and date.

Log Settings Log Setting Use this screen to change your PM Device’s log settings.

Firmware Firmware Use this screen to upload firmware to your PM Device.

Upgrade Upgrade

Restore to Restore to Use this screen to restore your PM Device’s configuration (settings) or

default default reset the factory default settings.
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Table 9 Screens Summary(PM7516-R0)

LINK TAB FUNCTION
Connection Status Displays the System Info screen which shows the PM Device’s general
device and network status information.
Network Setting
LAN Use this screen to set the Local Area Network IP address and subnet
mask of your ZyXEL Device.
System Monitor
Log System Log Use this screen to view the status of events that occurred to the PM
Device. You can export the logs to your computer.
Traffic Status WAN Use this screen to view the status of all network traffic going through the
WAN port of the PM Device.
LAN Use this screen to view the status of all network traffic going through the
LAN port of the PM Device.
VolP Status VolP Status Use this screen to view VoIP registration, current call status and phone
numbers for the phone ports.
Maintenance

User Account

User Account

Use this screen to change the user password on the PM Device.

Time Setting Time Setting Use this screen to change your PM Device’s time and date.

Log Settings Log Setting Use this screen to change your PM Device’s log settings.

Firmware Firmware Use this screen to upload firmware to your PM Device.

Upgrade Upgrade

Reboot Reboot Use this screen to reboot the PM Device without turning the power off.
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CHAPTER 4
Web Tutorials

4.1 Overview

This chapter provides Web Configurator tutorials for setting up a secure WiFi network for your PM Device.

4.2 What You Can Do

< How to Change an Interface IP

= How to Change the Admin Password

= How to Upgrade the Firmware

= How to Reset the PM Device to the Factory Defaults

= How to View Logs

4.3 Device Settings

This section shows you how to change an interface IP and change the admin password.

4.3.1 How to Change an Interface IP

Duplicated IP addresses in the network environment may cause failure to connect to the PM Device. To
change the interface IP of your PM Device, please follow the steps below:

1 Change your computer’s I[P address to the same subnet mask as the PM Device. For example, if the
default static IP address of the PM Device is 192.168.0.1. Set your computer IP address between
192.168.0.2 and 192.168.0.254.
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General

‘You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(_) Obtain an IP address automatically
(®) Use the following IP address:

1P address: 192.168. 0 . 5
subnet mask: 255 .255.255 . 0

Obtain DNS server address automatically
(®) Use the following DNS server addresses:
Preferred DNS server:

Alternate DNS server: [ ]

[ validate settings upon exit Advanced. ..

oK Cancel

2 Log into the PM Device using the default IP address “192.168.0.1” Go to Network Setting > LAN. Enter
your preferred IPv4 address in the IP Address field. For instance, “192.168.0.3”. Click Apply and the web
configurator will be disconnected due to the IP address change.

LAN
J The LAN IP address here is the IP address for you to login the configuration interface.

LAN IP Setup
@ IP Address : [192.168.0.3 |

Subnet Mask : 255.255.255.0 |

Multicast : [IGMP v11IGMP v2 v |
- IGMP Snooping : ) Disabled ® Enabled
©

|Apply|  |cancel|
System Monitor Gl
oy
"

3 Enter the new IP address “192.168.0.3” in the address bar to see if you can access the PM Device’s web
configurator.

4.3.2 How to Change the Admin Password

Change the Web Configurator login password regularly to secure your account. To change the admin
password, follow the steps below:

1 Go to the Maintenance > User Account screen. Enter your old and new passwords in the corresponding
field.
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User Account

Password that you use to log in the configuration interface can be changed in this page. Once a new password is given
and saved, you need to use the new one next fime when logging in the interface.

User Name : admin

Old Password | . |

Mew Password : [ |

Retype to Confirm : [ |

|Apply|  |Undo|

O 0 QC

Maintenance

2 Retype the password to confirm, then click Apply.

Note: Type your new system password (up to 256 characters). Note that as you type a
password, the screen displays a (*) for each character you type. After you change the
password, use the new password to access the PM Device.

4.4 Device Maintenance

This section shows you how to upgrade the firmware and reset the device to the factory default.
4.4.1 How to Upgrade the Firmware

Upload the firmware to the PM Device for feature enhancements.

1 Download the firmware file at www.zyxel.com in a compressed file. Decompress the file.
2 Go to the Maintenance > Firmware Upgrade screen.

3 Click Choose File and select a .bin file to upload. Click Upload.

Firmware Upgrade

Firmware Upgrade is where you can update the device with newly features by the latest _ You can download the latest
firmware file from the manufacturer website of this device.

Upgrade Firmware
Current Firmware Version : V1.00{ACOH 0)b5

FilePath : Choose File | No file chosen

[Upload|

5 ) ¢ @:

Maintenance
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Chapter 4 Web Tutorials

4 This process may take up to 2 minutes to finish. After 2 minutes, log in again and check your new

firmware version in the Connection Status screen.

4.4.2 How to Reset the PM Device to the Factory Defaults

To reset the PM Device, you can press the RESET button on the rear panel for more than 5 seconds.

Alternatively, you can use the web configurator to reset the PM Device.

Go to Maintenance > Restore to default and click the Reset button. The PM Device will reset to factory

defaults and the LAN IP address will be set to the default IP address.

v

9
o]

D

Maintenance

Restore to default

Back to Factory Defaults

Click Reset to clear all user-entered configuration information and return to factory defaults. After resetting, the
LAN IP address will be 192.168.0.1

| Reset |

4.5 System Log

This section will show you how to view logs of the device.

4.5.1 How to View Logs

1 To view the system log of the PM Device, go to System Monitor > Log.

2 Select the Category to filter the log by different features. Select the Level to filter the log by severity. If
you want to download the Log file on your local computer, click Export Log to download the PM

Device's system log to your local computer.
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System Monitor

L N

Log

System Log

Category | ALL
# Time

1 Mar 21 13:14:14

2 Mar 21 13:15:11
3 May 16 08:17:47

4 May 16 06:17:55

5 May 16 06:29:54

v | Level

ALL

Level

DEBUG

INFO
INFO

DEBUG

DEBUG

Refresh| [Clear Logs|
Message

[ 8597.895560] RemoteMGNT: Action=DROP Unsecured
Client Access Deny IN=brD) QUT=
MAC=T.fT.i.ff-T.i7.04:42-1a:de:h6:18:08:00 SRC=192.163.05
DST=192.168.0.255 LEN=96 TOS=0x00 PREC=0x00
TTL=128 ID=46006 PROTO=UDF SPT=137 DPT=137

Web Login Successfully from [P 192.168.0.5
Web Login Successfully from [P 192.168.0.5

[ 68.770584] RemoteMGNT: Action=DROP Unsecured
Client Access Deny IN=brd OUT=
MAC=T.f-f-T.f.04:42:1a:de:b6:18:08:00 SRC=192.168.0.5
DST=192.168.0.255 LEN=229 TOS=0x00 PREC=0x00
TTL=128 ID=46057 PROTO=UDP SPT=138 DFT=13

[ 787.824581] RemoteMGNT: Action=DROF Unsecured
Client Access Deny IN=brD) QUT=
MAC=T.fT.T.ff-T.T.04:42-1a:de:h6:18:08:00 SRC=192.168.05
DST=192.168.0.255 LEN=229 TOS=0x00 PREC=0x00
TTL=128 ID=46058 PROTO=UDP SPT=138 DPT=13
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CHAPTER b5
System Information

5.1 System Info

The Connection Status screen appears when you log into the Web Configurator or click Connection
Status in the navigation panel. The System Info screen shows the current status of the PM Device, its
system status, and interfaces.

Figure 18 Connection Status > System Info

|

Connection
Status

g
.

ZYXEL

Device Information System Status

PM7513-R0 E)

Status

Refresh Interval: |MNone v

Country Code: FF System Uptime: 1 day: 1 hour: 59 minutes

Model Name: FM7513-R0 Pon UpTime: 0 day: 0 hour: 0 minute: 0 second
MAC Address: Current Date/Time:  Sat Mar 22 12:50:30 CET 2025
Firmware Version: V1.00{ACOH.0)b3_0319 IPoE UpTime: 0 day: 0 hour: 0 minute: 0 second
Serial Number: System Resource:

GPON Serial Number: -CPUUsage: | | 04%

LAN Information: i
~IP Address - 192.168.0.1 -Memory Usage: [ | 28%

- IP Subnet Mask : 255.255.255.0

Link State: down

Rix Power: -40.00 dBm
Tx Power: -40.00 dBm
Tx Bias: 0.00 mA
Supply Voltage: 336V
C‘I;:amperalure(degree 39.99

Interface Status

Interface Status Rate
| 10GLAN up 1000M/Full |

Registration Status

|

Account  Accoun... URI
| 1 Disabled  AuthUserName@Proxyserver |

Each field is described in the following table.

Table 10 Connection Status > System Info

LABEL

DESCRIPTION

Device Information

Country Code

This shows where the PM Device is located/installed.
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Table 10 Connection Status > System Info (continued)

LABEL

DESCRIPTION

Model Name

This shows the model humber of your PM Device.

MAC Address

This is the MAC (Media Access Control) address unique to your PM Device. The MAC address
uses six pairs of hexadecimal notation and follows an industry standard that ensures no other
adapter has the same address.

Firmware The firmware on each PM Device is identified by the firmware trunk version, followed by a

Version unique code which identifies the model, and then the release number after the period. For
example, V1.00 (ACOH.0) is a firmware for the 1.00 version trunk, the ACOH code identifies
the PM7513-RO model, and '.0" is the first firmware release for the model.

GPON Serial This field displays the serial number the PM Device uses for its GPON connection.

Number

Serial Number

This field displays the serial number of the PM Device.

LAN Information

IP Address

This is the current IP address of the PM Device in the LAN.

IP Subnet Mask

This is the current subnet mask in the LAN.

System Status

System Uptime

This field displays how long the PM Device has been running since it last started up. The PM
Device starts up when you plug it in and turn it ON, when you restart it (Maintenance >
Reboot), or when you reset it.

Pon Up Time This field displays the duration of the PON connection of the PM Device.

Current Date/ This field displays the date and time of your PM Device.

fme Each time you reload this page, the PM Device synchronizes the time with the time server
IPOE Up Time This field displays the duration of the Ethernet WAN connection established using the IPOE

protocol on the Ethernet WAN interface.

System Resource:

CPU Usage

This field displays what percentage of thePM Device’s processing ability is currently used.
When this percentage is close to 100%, the PM Device is running at full load, and the
throughput is not going to improve anymore. If you want some applications to have more
throughput, you should turn off other applications.

Memory Usage

This field displays what percentage of the PM Device’s memory is currently used. Usually, this
percentage should not increase much. If memory usage does get close to 100%, the PM
Device is probably becoming unstable, and you should restart the device or turn off the
device (unplug the power) for a few seconds.

PON Status
Link State This field displays Up when the interface has a connection with OLT (fiber terminal) and Down
when it does not.
Rx Power This displays the optical transceiver’s optical receiving power in dBm.
Tx Power This displays the optical transceiver’s optical transmitting power in dBm.
Tx Bias This field displays the transceiver’s bias current in mA.
Supply Voltage | This field displays the transceiver’s voltage in Volts.
Temperature This field displays the transceiver’s temperature in Celsius.
(degree C)

Interface Status

Interface This field displays the port type.

Status This field displays Up when the GPON connection is up or connected and displays Down
when the connection is down.

Rate This field displays the port speed and duplex setting.

Registration Status
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Table 10 Connection Status > System Info (continued)

LABEL DESCRIPTION
Account This column displays each SIP account in the PM Device.
Action If the SIP account is already registered with the SIP server, the Account Status field displays

Registered.

Click Unregister to delete the SIP account’s registration in the SIP server. This does not cancel
your SIP account, but it deletes the mapping between your SIP identity and your IP address
or domain name.

If the SIP account is not registered with the SIP server, the Account Status field displays Not
Registered.

Click Register to have the PM Device attempt to register the SIP account with the SIP server.

The button is grayed out if the SIP account is disabled.

Account Status

This field displays the current registration status of the SIP account. You have to register SIP
accounts with a SIP server to use VoIP.

URI

This field displays the account number and service domain of the SIP account.
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CHAPTER 6
LAN

A Local Area Network (LAN) is a shared communication system to which many networking devices are
connected. It is usually located in one immediate area such as a building or floor of a building.

6.2 LAN Setup

A LAN IP address is the IP address of a networking device in the LAN. You can use the PM Device's LAN IP
address to access its Web Configurator from the LAN. Click Network Setting to open the LAN screen. Use
this screen to set the Local Area Network IP address, subnet mask, multicast, and IGMP snooping of your

PM Device.

Figure 19 Network Setting > LAN

LAN IP Setup
IF Address :
Subnet Mask :
Multicast :

IGMP Snooping :

[192.168.0.1 |
[255.255.255.0 |
[IGMP v1/IGMP v2 v |

) Disabled ® Enabled

| Apply | | Ccancel |

The following table describes the fields on this screen.

Table 11 Network Setting > LAN

LABEL DESCRIPTION
LAN IP Setup
IP Address Enter the LAN IPv4 address you want to assign to your PM Device in dotted decimal notation, for

example, 192.168.0.1 (factory default).

Subnet Mask

Type the subnet mask of your network in dotted decimal notation, for example 255.255.255.0
(factory default). Your PM Device automatically computes the subnet mask based on the IP
address you enter, so do not change this field unless you are instructed to do so.

Multicast

Multicast packets are sent to a group of computers on the LAN and are an alternative to unicast
packets (packets sent to one computer) and broadcast packets (packets sent to every
computer).

Devices use the IGMP (Internet Group Management Protocol) network-layer protocol to

establish membership in a multicast group. The PM Device supports IGMP v1/IGMP v2. Select
None to disable it.
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Table 11 Network Setting > LAN (continued)

LABEL

DESCRIPTION

IGMP Snooping

Select Enabled to enable IGMP snooping to forward group multicast traffic only to ports that are
members of that group. Otherwise, select Disabled.

Apply

Click Apply to save your changes.

Cancel

Click Cancel to restore your previously saved settings.
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7.1 Overview

CHAPTER 7

LOg

The Web Configurator allows you to choose which categories of events and/or alerts to have the PM
Device log and then display the logs or have the PM Device send them to an administrator (as e-mail) or

to a syslog server.

7.1.1 What You Need To Know

The following terms and concepts may help as you read this chapter.

Alerts and Logs

An alert is a type of log that warrants more serious attention. They include system errors, attacks (access
control) and attempted access to blocked web sites.

Syslog Overview

The syslog protocol allows devices to send event notification messages across an IP network to syslog
servers that collect the event messages. A syslog-enabled device can generate a syslog message and
send it to a syslog server.

Syslog is defined in RFC 3164. The RFC defines the packet format, content and system log related
information of syslog messages. Each syslog message has a facility and severity level. The syslog facility
identifies a file in the syslog server. Refer to the documentation of your syslog program for details. The
following table describes the syslog severity levels.

Table 12 Syslog Severity Levels

CODE

SEVERITY

Emergency: The system is unusable.

Alert: Action must be taken immediately.

Critical: The system condition is critical.

Error: There is an error condition on the system.

Warning: There is a warning condition on the system.

Notice: There is a normal but significant condition on the system.

Informational: The syslog contains an informational message.

~N|lo|loal b~ WIDN|RFL|O

Debug: The message is intended for debug-level purposes.
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7.2 Log

Use the System Log screen to see the system logs. You can filter the entries by selecting a severity level
and/or category. Click System Monitor > Log to open the System Log screen.

Figure 20 System Monitor > Log

Category | ALL ~v | Level |ALL v | |Refresh| |[Clear Logs| |Expor|

# Time Level Message

| wmasceseoe w0 S eosialon S Chargole Mgt fal
o wwmsosr  weo  SFPRedsioton SPchamole Mot a
o wwsoms w0 SPRedsioton SPchwole Regstr o
+  wemtome  weo  SPregsiuion SP ot Mgl ol
s wwmwrae w0 SPRedsin SPChmole Regstr a
o wwmwmss w0 SPRedsimion SPChamole Regstr o
! wemwzme  wo P SPchsli Mo el
o wwasomsw w0 SPRedsiton SPchmole Regstr
¢ wwmiome  weo  SFremsiuion P ot el
0 waswass  weo  SPRepsision s Chargele RegserFal

The following table describes the fields on this screen.

Table 13 System Monitor > Log

LABEL

DESCRIPTION

Category

Select the type of logs to display.

Level

Select a severity level from the drop-down list box. This filters search results according to the
severity level you have selected. When you select a severity, the PM Device searches through all
logs of that severity or higher.

Refresh

Click this to renew the log screen.

Clear Logs

Click this to delete all the logs.

Export

Click this to export the selected log(s).

#

This field is a sequential value and is not associated with a specific entry.

Time

This field displays the time the log was recorded.

Level

This field displays the severity level of the log.

Message

This field states the reason for the log.
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8.1 Overview

CHAPTER 8
Traffic Status

Use the Traffic Status screens to look at network traffic statistics of the WAN and LAN interfaces.

8.1.1 What You Can Do in this Chapter

= Use the WAN screen to view the WAN traffic statistics (Section 8.2 on page 39).

= Use the LAN screen to view the LAN traffic statistics (Section 8.3 on page 40).

8.2 WAN Status

Click System Monitor > Traffic Status to open the WAN screen.

Figure 21 System Monitor > Traffic Status > WAN

WAN LAN

table.

Figures about data that have been sent out to and received from the Internet are displayed in the following

Refresh Interval: Sec | Set Interval | | Stop |

GPON Port

Packets Sent Packets Received

The following table describes the fields on this screen.

Table 14 System Monitor > Traffic Status > WAN

LABEL

DESCRIPTION

Refresh Interval

Select how often you want the PM Device to update this screen.

Set Interval

Click this button to apply the new interval you entered in the Refresh Interval field.

Stop

Click Stop to stop refreshing statistics.

Packets Sent
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Table 14 System Monitor > Traffic Status > WAN (continued)

LABEL DESCRIPTION
Data This indicates the number of transmitted packets on this interface.
Bytes This indicates the number of bytes transmitted on this interface.

Packets Received

Data This indicates the number of received packets on this interface.
Error This indicates the number of frames with errors received on this interface.
Bytes This indicates the number of bytes received on this interface.

8.3 LAN Status

Click System Monitor > Traffic Status > LAN to open the following screen. This screen displays LAN
interface statistics.

Figure 22 System Monitor > Traffic Status > LAN

Figures about data that have been sent to and received from each LAN port
are displayed in the following table.

Figures about data that have been sent to and received from each LAN port (including wireless) are
displayed in the following table.

Refresh Interval: Sec | Set Interval | | Stop |
Interface 10G LAN
Bytes Sent 30924580
Bytes Received B099273
Interface 10G LAN
Data 37609
Sent
(Packet) Error 0
Drop 0
Data 32535
Received
(Packet) Error 0
Drop 0 -
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The following table describes the fields on this screen.

Table 15 System Monitor > Traffic Status > LAN

LABEL

DESCRIPTION

Refresh Interval

Select how often you want the PM Device to update this screen.

Set Interval Click this button to apply the new interval you entered in the Refresh Interval field.
Stop Click Stop to stop refreshing statistics.

Interface This shows the LAN interface.

Bytes Sent This indicates the number of bytes transmitted on this interface.

Bytes Received

This indicates the number of bytes received on this interface.

Interface

This shows the LAN interface.

Sent (Packet)

Data This indicates the number of transmitted packets on this interface.
Error This indicates the number of frames with errors transmitted on this interface.
Drop This indicates the number of outgoing packets dropped on this interface.

Received (Packet)

Data This indicates the number of received packets on this interface.
Error This indicates the number of frames with errors received on this interface.
Drop This indicates the number of received packets dropped on this interface.
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9.1 VolIP Status

CHAPTER 9
VOIP Status

Click System Monitor > VolIP Status to open the following screen. You can view the VoIP registration,
current call status, and phone numbers on this screen.

Figure 23 System Monitor > VoIP Status

Refresh Interval: Sec | Set Interval |

SIP Status

SiP

Account

SIP1

Register

Error

Last Last
Incoming Qutgoing
Number Number

Last
Registration

Message
Waiting

0:00:00 ChangeMe@ChangeMe

Call Status

SIP
Account

SIP1

Peer Number

Duration

0 Idle Naone

Phone1

Phone Status

Phone Status

Incoming Number

Outgoing Number

ONHOOK

ChangeMe ChangeMe

The following table describes the fields on this screen.

Table 16 System Monitor > VoIP Status

LABEL

DESCRIPTION

Refresh Interval

Select how often you want the PM Device to update this screen.

Set Interval Click this button to apply the new interval you entered in the Refresh Interval field.
SIP Status

SIP Account This column displays each SIP account in the PM Device.

Register This field displays the current registration status of the SIP account.

Last Registration

This field displays the last time the PM Device successfully registered the SIP account on the SIP
server.

URL This field displays the account number and service domain of the SIP account, which is used to
identify the SIP account on the SIP server.

Message This field indicates the number of new voice messages on the SIP server waiting for the SIP

Waiting account.

Last Incoming This field displays N/A if no number has ever dialed the SIP account.

Number

Last Outgoing This field displays N/A if the SIP account has never dialed a number.

Number

Calll Status

SIP Account

This column displays each SIP account in the PM Device.
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Table 16 System Monitor > VoIP Status (continued)

LABEL

DESCRIPTION

Duration

This field displays how long the current VolIP call has lasted.

Status

This field displays the current state of the VolP phone call.

Idle - There are no current VolIP calls, incoming calls or outgoing calls being made.
Calling - You made an outgoing VolP call and the callee’s phone is ringing.
Ringing - The phone is ringing for an incoming VolP call.

InCall - There is a VolIP call in progress.

Hold - The VolIP call is on hold and you can make another VolIP call.

Codec

This field displays what voice codec is being used for a current VolIP call through a phone port.

Peer Number

This field displays the SIP number of the party that is currently engaged in a VolP call through a
phone port.

Phone Status

SIP Account

This field displays the phone accounts of the PM Device.

Outgoing This field displays the SIP number that you use to make calls on this phone port.
Number

Incoming This field displays the SIP number that you use to receive calls on this phone port.
Number

Phone Status

This field shows whether or the phone connected to the subscriber port is on-hook (ONHOOK) or
off-hook (OFFHOOK).
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10.1 Overview

CHAPTER 10
User Account

In the User Account screen, you can view the settings of the admin user account that you use to log in

the PM Device.

10.2 User Account

Click Maintenance > User Account to open the following screen.

Figure 24 Maintenance > User Account

User Name :

Old Password :
New Password :

Retype to Confirm : | |

admin

|Apply| | Undo|

The following table describes the labels on this screen.

Table 17 Maintenance > User Account

LABEL

DESCRIPTION

User Name

This field displays the name of the account used to log into the PM Device Web Configurator.

Old Password

Type the default password or the existing password used to access the PM Device Web
Configurator.

New Password

Type your new system password (up to 256 characters). Note that as you type a password, the
screen displays a (*) for each character you type. After you change the password, use the new
password to access the PM Device.

Retype to Type the new password again for confirmation.

Confirm

Apply Click this to save your changes and to apply them to the PM Device.
Undo Click Undo to exit this screen without saving.
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CHAPTER 11
System

On the system screen, you can set the duration of inactivity before the PM Device automatically logs
the admin user out of the Web Configurator.

11.2 System

Click Maintenance > System to open the following screen.

Figure 25 Maintenance > System

time.

You can assign a unique name to this device so it can be recognized easily on your network. Besides, you
can decide when to automatically sign out the administrator account after he or she is idle for a period of

Administrator Inactivity Timer (seconds, 0 means no timeout)

|App!y \ | Undo |

The following table describes the labels on this screen.

Table 18 Maintenance > System

LABEL

DESCRIPTION

Administrator
Inactivity Timer

Enter the inactivity timeout in seconds before the PM Device automatically logs the admin user
out of the Web Configurator. Enter 0 for no timeout.

Apply

Click this to save your changes and to apply them to the PM Device.

Undo

Click Undo to exit this screen without saving.
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CHAPTER 12
Time Setting

12.1 Time Setting

To change your PM Device’s time and date, click Maintenance > Time Setting. The screen appears as
shown. Use this screen to configure the PM Device’s time based on your local time zone.

Figure 26 Maintenance > Time Setting
Current Date/Time

Current Time - 27 Mar 2020 10:23:55

Time and Date Setup

O Manual
Current Date/Time 10 D21 1|53
Current Time 2020 /103 127

® Get from Time Server

Time Server Address 1 |h0ra,ngn,rima-tde,net

Time Server Address 2 |

Time Server Address 3

Time Server Address 4 |
Time Server Address 5 |

Time Zone Setup

Time Zone | (GMT+01:00) Berlin, Stockholm, Rome, Bern, Brussels, Vienna v
[ Daylight Savings
Start Date - First v | | Sunday wv | Of | January vooat o'clock
End Date : First v | | Sunday wv | Of | January vooat o'clock
|Apply|  |Undo|

The following table describes the fields on this screen.

Table 19 Maintenance > Time Setting

LABEL DESCRIPTION

Current Date/Time

Current Time This field displays the date and time of your PM Device.

Each time you reload this page, the PM Device synchronizes the date and time with the time
server.

Time and Date Setup

Manual Select this radio button to enter the time and date manually. If you configure a new time and
date, Time Zone and Daylight Saving at the same time, the new time and date you entered
has priority and the Time Zone and Daylight Saving settings do not affect it.
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Table 19 Maintenance > Time Setting (continued)

LABEL

DESCRIPTION

Current Date/Time

Current Time

This field displays the last updated time from the time server or the last time configured
manually.

When you set Time and Date Setup to Manual, enter the new time in this field and then click
Apply.

Get from Time
Server

Select this radio button to have the PM Device get the time and date from the time server
you specified below.

Time Server
Address 1~5

Enter the IP address or URL of your time server. Check with your ISP/network administrator if
you are unsure of this information.

Time Zone Setup

Time Zone

Choose the time zone of your location. This will set the time difference between your time
zone and Greenwich Mean Time (GMT).

Daylight Savings

Daylight Saving Time is a period from late spring to early fall when many countries set their
clocks ahead of normal local time by one hour to give more daytime light in the evening.

Start Date

Configure the day and time when Daylight Saving Time starts if you enabled Daylight Saving.
You can select a specific date in a particular month or a specific day of a specific week in a
particular month. The Hour field uses the 24 hour format. Here are a couple of examples:

Daylight Saving Time starts in most parts of the United States on the second Sunday of March.
Each time zone in the United States starts using Daylight Saving Time at 2 A.M. local time. So in
the United States, set the day to Second, Sunday, the month to March and the time to 2 in the
Hour field.

Daylight Saving Time starts in the European Union on the last Sunday of March. All of the time
zones in the European Union start using Daylight Saving Time at the same moment (1 A.M.
GMT or UTC). So in the European Union you would set the day to Last, Sunday and the month
to March. The time you select depends on your time zone. In Germany for instance, you
would select 2 in the Hour field because Germany's time zone is one hour ahead of GMT or
UTC (GMT+1).

End Date

Configure the day and time when Daylight Saving Time ends if you enabled Daylight Saving.
You can select a specific date in a particular month or a specific day of a specific week in a
particular month. The Time field uses the 24 hour format. Here are a couple of examples:

Daylight Saving Time ends in the United States on the first Sunday of November. Each time
zone in the United States stops using Daylight Saving Time at 2 A.M. local time. So in the United
States you would set the day to First, Sunday, the month to November and the time to 2 in the
Time field.

Daylight Saving Time ends in the European Union on the last Sunday of October. All of the
time zones in the European Union stop using Daylight Saving Time at the same moment (1
A.M. GMT or UTC). So in the European Union you would set the day to Last, Sunday, and the
month to October. The time you select depends on your time zone. In Germany for instance,
you would select 2 in the Time field because Germany's time zone is one hour ahead of GMT
or UTC (GMT+1).

Apply

Click this to save your changes and to apply them to the PM Device.

Undo

Click Undo to exit this screen without saving.
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CHAPTER 13
Log Setting

13.1 Overview

You can configure where the PM Device sends logs and which logs and/or immmediate alerts the PM
Device records in the Logs Setting screen.

13.2 Log Setting

To change your PM Device’s log settings, click Maintenance > Log Setting. The screen appears as
shown.

Figure 27 Maintenance > Log Setting

Log Setting defines which types of logs and which log levels you want to record. If you have a LAN client on your network that is running a syslog
utility, you can also save the log files there by enabling Syslog Logging and enter the IP address of that LAN client.

Syslog Settings

Syslog Logging Active
Mode Local File ~
Syslog Server IP Address

0

Syslog Server UDP Fort

Active Log and Select Level

Log Category Log Level

WAN-DHCP
PPP
System Maintenance
Remote Management ALL e
TR-069 ALL -
NTP
DDNS
Firewall
DHCP-Server
Internet ALL ~
VolP ALL %
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The following table describes the fields on this screen.

Table 20 Maintenance > Log Setting

LABEL

DESCRIPTION

Syslog Settings

Syslog Logging

Select Active to enable syslog logging.

Mode

Select the syslog destination from the drop-down list box.

If you select Local File, the log(s) will be saved in a local file. If you want to send the log(s) to a
remote syslog server and save it in a local file, select Local File and Remote.

Syslog Server IP
Address

Enter the server name or IP address of the syslog server that will log the selected categories of
logs.

Syslog Server
UDP Port

Enter the port number used by the syslog server.

Active Log and Select Level

Log Category

Select the categories of logs to record.

Log Level Select the severity levels of the logs that you want the PM Device to send to this syslog server.
Apply Click this to save your changes and to apply them to the PM Device.
Undo Click Undo to exit this screen without saving.
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CHAPTER 14
Firmware Upgrade

14.1 Overview

This chapter explains how to upload new firmware to your PM Device. You can download new firmware
releases from your nearest Zyxel FTP site (or www.zyxel.com) to use to upgrade your device’s
performance.

Only use firmware for your device’s specific model. Refer to the label on
the bottom of your PM Device.

14.2 Firmware

Click Maintenance > Firmware Upgrade to open the following screen. The upload process uses HTTP
(Hypertext Transfer Protocol) and may take up to two minutes. After a successful upload, the system will
reboot.

Do NOT turn off the PM Device while firmware upload is in progress.

Figure 28 Maintenance > Firmware Upgrade

Firmware Upgrade

Firmware Upgrade is where you can update the device with newly features by ing the latest . You can download the latest
firmware file from the manufacturer website of this device

Upgrade Firmware
Current Firmware Version : V1.00(ACOH.0)b5
FilePath : | Choose File | No file chosen

(@] ' » [upload|

Maintenance
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The following table describes the labels on this screen. After you see the firmware updating screen, wait
two minutes before logging into the PM Device again.

Table 21 Maintenance > Firmware Upgrade

LABEL DESCRIPTION

Upgrade Firmware

Current The firmware on each PM Device is identified by the firmware trunk version, followed by a
Firmware unique code which identifies the model, and then the release number after the period. For
Version example, V1.00 (ACOH.0) is a firmware for the 1.00 version trunk, the ACOH code identifies the

PM7513-R0 model, and .0 is the first firmware release for the model.

File Path Click Choose File and navigate to the location of the .bin file you want to upload. Remember
that you must decompress compressed (.zip) files before you can upload them.

Upload Click this to begin the upload process. This process may take up to two minutes.

After you see the firmware updating screen, wait a few minutes before logging into the PM Device
again.

The PM Device automatically restarts in this time causing a temporary network disconnect. In some
operating systems, you may see the following icon on your desktop.

Figure 29 Network Temporarily Disconnected

Mot connected - Mo connections are available

~ @ T ) ENG

After two minutes, log in again and check your new firmware version in the System Info screen.
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CHAPTER 15
Restore/Reboot

15.1 Overview

The Restore to default screen allows you to reset your device settings back to the factory default.

15.2 Restore

Click Maintenance > Restore to default. Information related to restoring configuration appears on this
screen, as shown below.

Figure 30 Maintenance > Restore to default

Back to Factory Defaults

Click Reset to clear all user-entered configuration information and return to factory defaults. After resetting, the
LAN IP address will be 192.165.0.1

| Reset |

Back to Factory Default Settings

Click the Reset button to clear all user-entered configuration information and return the PM Device to its
factory defaults. The following warning screen appears.

Figure 31 Reset Warning Message
192.168.0.1 says

Are you sure you want to restore factory default settings?

You can also press the RESET button on the rear panel to reset the factory defaults of your PM Device.
Refer to Section 2.3.2 on page 19 for more information on the RESET button.

15.3 Reboot

System restart allows you to reboot the PM Device remotely without turning the power off. You may
need to do this if the PM Device hangs, for example.

Click Maintenance > Reboot. Click Reboot to have the PM Device reboot. This does not affect the PM
Device's configuration.
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Figure 32 Maintenance > Reboot

System Reboot

| Reboot |
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CHAPTER 16
Troubleshooting

This chapter offers some suggestions to solve problems you might encounter. The potential problems are
divided into the following categories.

= Accessibility and Compatibility

= Power, Hardware Connections, and LEDs

= PM Device Access and Login

= [nternet Access

16.1 Accessibility and Compatibility

Screen reader not reading content

« Ensure the latest version of the screen reader is installed.

= Check if the screen reader’s accessibility settings are enabled.

Web browser not displaying correctly

= Clear your web browser cache.
= Ensure that JavaScript is enabled.

= Try using a different supported web browser.

16.2 Power, Hardware Connections, and LEDs

The PM Device does not turn on. None of the LEDs turn on.

1 Make sure the PM Device is turned on.

2 Make sure you are using the power adaptor or cord included with the PM Device.
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Chapter 16 Troubleshooting

3 Make sure the power adaptor or cord is connected to the PM Device and plugged in to an appropriate
power source. Make sure the power source is turned on.

4 Turn the PM Device off and on.

5 If the problem continues, contact the vendor.

One of the LEDs does not behave as expected.

1 Make sure you understand the normal behavior of the LED. See Section 2.1 on page 13.
2 Check the hardware connections.

3 Inspect your cables for damage. Contact the vendor to replace any damaged cables.
4 Turn the PM Device off and on.

5 If the problem continues, contact the vendor.

16.3 PM Device Access and Login

| forgot the IP address for the PM Device.

1 The default LAN IP address is https://192.168.0.1.

| forgot the password.

1 See the cover page and device label for the default login name and associated password.

2 If those do not work, you have to reset the device to its factory defaults. See Section 2.3.2 on page 19.

| cannot see or access the Login screen in the Web Configurator.

1 Make sure you are using the correct IP address.
=The default IP address is https://192.168.0.1.

<Manually configure your computer’s IP address to 192.168.0.X (X represents any number from 2 to
254. For example, 192.168.0.25. Then set the subnet mask as 255.255.255.0.

«|f you changed the IP address (Section 6.2 on page 35), use the new IP address.
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«|f you changed the IP address and have forgotten it, see the troubleshooting suggestions for | forgot
the IP address for the PM Device.

2 Check the hardware connections, and make sure the LEDs are behaving as expected. See Section 2.1
on page 13.

3 Make sure your Internet browser does not block pop-up windows and has JavaScripts and Java
enabled.

4 Reset the device to its factory defaults and try to access the PM Device with the default IP address. See
Section 2.3.2 on page 19.

5 If the problem continues, contact the network administrator or vendor.

| can see the Login screen, but | cannot log into the PM Device.

1 Make sure you have entered the password correctly. See the cover page and device label for the
default login name and associated password. The field is case-sensitive, so make sure [Caps Lock] is not
on.

2 Turn the PM Device off and on.

3 If this does not work, you have to reset the device to its factory defaults. See Section 16.2 on page 54.

| cannot use FTP to upload / download the configuration file. / | cannot use FTP to upload new
firmware.

See the troubleshooting suggestions for | cannot see or access the Login screen in the Web Configurator.
Ignore the suggestions about your browser.

16.4 Internet Access

| cannot access the Internet.

1 Check the hardware connections, and make sure the LEDs are behaving as expected. See the Quick
Start Guide and Section 2.1 on page 13.

The PON LED is off if the optical transceiver has malfunctioned or the fiber cable is not connected or is
broken or damaged enough to break the PON connection.

See Section 2.1 on page 13 for details about the other LEDs.
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Chapter 16 Troubleshooting

2 Disconnect the power, LAN, and phone cables from your device and reconnect them.

3 If the problem continues, contact your ISP.

| cannot access the PM Device anymore. | had access to the PM Device, but my connection is
not available anymore.

1 Your session with the PM Device may have expired. Try logging into the PM Device again.

2 Check the hardware connections, and make sure the LEDs are behaving as expected. See the Quick
Start Guide and Section 2.1 on page 13.

3 Turn the PM Device off and on.

4 If the problem continues, contact your vendor.
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Appendices

Appendices contain general information. Some information may not apply to your device.
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APPENDIX A
Wall Mounting

Follow the steps below to mount your PM Device on a wall.

1 Use screws and anchors of the size as shown below.

Figure 33 Screws and Anchors Size

X2 X2
6.8~71  9.7~10.0

@ (RTINS ]
2.5~2.7 3.89~3.98.J

Unit: mm

2 Drill two holes in the wall with their centers either 85.5 mm or 60.0 mm apart.
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Figure 34 Dirill Holes (85.5 mm Apart)

<

Figure 35 Drill Holes (60.0 mm Apart)

PM7513-R0 / PM7516-R0 User’s Guide

60
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Insert screw anchors and screws (not provided) into the holes.

Figure 36 Insert Screw Anchors and Screws

S

g,

Wall Mount Screws

A

Place the PM Device so the wall mount holes line up with the screws. Slide the PM Device down gently
to fix it into place.

Figure 37 Placing the PM Device

AL
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APPENDIX B
Customer Support

In the event of problems that cannot be solved by using this manual, you should contact your vendor. If
you cannot contact your vendor, then contact a Zyxel office for the region in which you bought the PM
Device.

For Zyxel Communication offices, see https://service-provider.zyxel.com/global/en/contact-us for the
latest information.

For Zyxel Network offices, see https://www.zyxel.com/index.shtml for the latest information.

Please have the following information ready when you contact an office.

Required Information
= Product model and serial number.
= Warranty Information.
= Date that you received your PM Device.

= Brief description of the problem and the steps you took to solve it.

Corporate Headquarters (Worldwide)

Asia

Taiwan

= Zyxel Communications (Taiwan) Co., Ltd.

= https://www.zyxel.com

China

= Zyxel Communications Corporation—-China Office

= https://www.zyxel.com/cn/sc

India
= Zyxel Communications Corporation-India Office

= https://www.zyxel.com/in/en-in

Kazakhstan

= Zyxel Kazakhstan

= https://www.zyxel.com/ru/ru
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Appendix B Customer Support

Europe

Korea
= Zyxel Korea Co., Ltd.
= http://www.zyxel.kr/

Malaysia
= Zyxel Communications Corp.

= https://www.zyxel.com/global/en

Philippines
= Zyxel Communications Corp.

= https://www.zyxel.com/global/en

Singapore
= Zyxel Communications Corp.

= https://www.zyxel.com/global/en

Taiwan
= Zyxel Communications (Taiwan) Co., Ltd.

= https://www.zyxel.com/tw/zh

Thailand
= Zyxel Thailand Co., Ltd.
= https://www.zyxel.com/th/th

Vietnam
= Zyxel Communications Corporation-Vietnam Office

= https://www.zyxel.com/vn/vi

Belarus
= Zyxel Communications Corp.

= https://www.zyxel.com/ru/ru

Belgium (Netherlands)
= Zyxel Benelux
= https://www.zyxel.com/nl/nl

= https://www.zyxel.com/fr/fr

Bulgaria

= Zyxel Bulgaria
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Appendix B Customer Support

= https://www.zyxel.com/bg/bg

Czech Republic
= Zyxel Communications Czech s.r.o.

= https://www.zyxel.com/cz/cs

Denmark
= Zyxel Communications A/S

= https://www.zyxel.com/dk/da

Finland
= Zyxel Communications

= https://www.zyxel.com/fi/fi

France

= Zyxel France

= https://www.zyxel.com/fr/fr

Germany
= Zyxel Deutschland GmbH.

= https://www.zyxel.com/de/de

Hungary
* Zyxel Hungary & SEE

= https://www.zyxel.com/hu/hu

Italy
= Zyxel Communications Italy S.r.l.

= https://www.zyxel.com/it/it

Norway
= Zyxel Communications A/S

= https://www.zyxel.com/no/no

Poland
= Zyxel Communications Poland

= https://www.zyxel.com/pl/pl

Romania
= Zyxel Romania

= https://www.zyxel.com/ro/ro
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Appendix B Customer Support

Russian Federation
= Zyxel Communications Corp.

= https://www.zyxel.com/ru/ru

Slovakia
= Zyxel Slovakia

= https://www.zyxel.com/sk/sk

Spain
= Zyxel Iberia

= https://www.zyxel.com/es/es

Sweden
= Zyxel Communications A/S

= https://www.zyxel.com/se/sv

Switzerland
= Studerus AG
= https://www.zyxel.com/ch/de-ch

= https://www.zyxel.com/fr/fr

Turkey
= Zyxel Turkey A.S.

= https://www.zyxel.com/tr/tr

UK

= Zyxel Communications UK Ltd.

= https://www.zyxel.com/uk/en-gb

Ukraine
= Zyxel Ukraine

= https://www.zyxel.com/ua/uk-ua

South America

Argentina
= Zyxel Communications Corp.

= https://www.zyxel.com/co/es-co

Brazil

= Zyxel Communications Brasil Ltda.
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= https://www.zyxel.com/br/pt

Colombia

= Zyxel Communications Corp.

= https://www.zyxel.com/co/es-co

Ecuador
= Zyxel Communications Corp.

* https://www.zyxel.com/co/es-co

South America
= Zyxel Communications Corp.

= https://www.zyxel.com/co/es-co

Middle East

Israel

= Zyxel Communications Corp.

= https://il.zyxel.com

North America

USA

= Zyxel Communications, Inc. — North America Headquarters

= https://www.zyxel.com/us/en-us
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APPENDIX C
IPVv6

Overview

IPv6 (Internet Protocol version 6), is desighed to enhance IP address size and features. The increase in
IPv6 address size to 128 bits (from the 32-bit IPv4 address) allows up to 3.4 x 1038 |p addresses.

IPv6 Addressing

The 128-bit IPv6 address is written as eight 16-bit hexadecimal blocks separated by colons (:). This is an
example IPv6 address 2001: 0db8: 1a2b: 0015: 0000: 0000: 1a2f: 0000.

IPv6 addresses can be abbreviated in two ways:

= Leading zeros in a block can be omitted. So 2001: 0db8: 1a2b: 0015: 0000: 0000: 1a2f: 0000 can be
written as 2001: db8: 1a2b: 15: 0: 0: 1a2f: 0.

= Any number of consecutive blocks of zeros can be replaced by a double colon. A double colon can
only appear once in an IPv6 address. So 2001: 0db8: 0000: 0000: 1a2f : 0000: 0000: 0015 can be
written as 2001: 0db8: : 1a2f : 0000: 0000: 0015, 2001: 0db8: 0000: 0000: 1a2f:: 0015,
2001: db8: : 1a2f: 0: 0: 15 or 2001: db8: 0: 0: 1a2f: : 15.

Prefix and Prefix Length

Similar to an IPv4 subnet mask, IPv6 uses an address prefix to represent the network address. An IPv6
prefix length specifies how many most significant bits (start from the left) in the address compose the
network address. The prefix length is written as “/x” where x is a number. For example,

2001: db8: 1a2b: 15: : 1a2f: 0/ 32

means that the first 32 bits (2001: db8) is the subnet prefix.

Link-local Address

A link-local address uniquely identifies a device on the local network (the LAN). Itis similar to a “private IP
address” in IPv4. You can have the same link-local address on multiple interfaces on a device. A link-
local unicast address has a predefined prefix of fe80::/10. The link-local unicast address format is as
follows.

Table 22 Link-local Unicast Address Format

1111 1110 10 0 Interface ID
10 bits 54 bits 64 bits

Global Address

A global address uniquely identifies a device on the Internet. It is similar to a “public IP address” in IPv4. A
global unicast address starts with a 2 or 3.
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Unspecified Address

An unspecified address (0:0:0:0:0:0:0:0 or ::) is used as the source address when a device does not have
its own address. It is similar to “0.0.0.0” in IPv4.

Loopback Address

A loopback address (0:0:0:0:0:0:0:1 or ::1) allows a host to send packets to itself. It is similar to “127.0.0.1”
in IPv4.

Multicast Address

In IPv6, multicast addresses provide the same functionality as IPv4 broadcast addresses. Broadcasting is
not supported in IPv6. A multicast address allows a host to send packets to all hosts in a multicast group.

Multicast scope allows you to determine the size of the multicast group. A multicast address has a
predefined prefix of ff00::/8. The following table describes some of the predefined multicast addresses.

MULTICAST ADDRESS DESCRIPTION

FF01:0:0:0:0:0:0: 1 All hosts on a local node.
FFO1:0:0:0:0: 0: 0: 2 All routers on a local node.
FF02:0:0:0:0:0:0: 1 All hosts on a local connected link.
FF02: 0: 0: 0: 0: 0: 0: 2 All routers on a local connected link.
FF05:0:0:0:0:0:0: 2 All routers on a local site.

FF05:0: 0: 0: 0: 0: 1: 3 All DHCP severs on a local site.

The following table describes the multicast addresses which are reserved and cannot be assigned to a
multicast group.

MULTICAST ADDRESS
FFOO:
FFO1:
FFO2:
FFO03:
FFO4:
FFO5:
FFO6:
FFO7:
FF08:
FF09:
FFOA:
FFOB:
FFOC:
FFOD:
FFOE:
FFOF:

<
<
o
<
=)

el

el
el
el
el
el -
o|lo|o|o|o|o|o|o|o|o|o|o|o|o|o|o
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Subnet Masking

Both an IPv6 address and IPv6 subnet mask compose of 128-bit binary digits, which are divided into
eight 16-bit blocks and written in hexadecimal notation. Hexadecimal uses four bits for each character
(1-10, A-F). Each block’s 16 bits are then represented by four hexadecimal characters. For example,
FFFF:FFFF:FFFF:FFFF:FC00:0000:0000:0000.

Interface ID

EUI-64

In IPv6, an interface ID is a 64-bit identifier. It identifies a physical interface (for example, an Ethernet
port) or a virtual interface (for example, the management IP address for a VLAN). One interface should
have a unique interface ID.

The EUI-64 (Extended Unique Identifier) defined by the |EEE (Institute of Electrical and Electronics
Engineers) is an interface ID format designed to adapt with IPv6. It is derived from the 48-bit (6-byte)
Ethernet MAC address as shown next. EUI-64 inserts the hex digits fffe between the third and fourth bytes
of the MAC address and complements the seventh bit of the first byte of the MAC address. See the
following example.

‘ MAC ‘oo H13 |:|49 12 |:‘34 Hse ‘

‘ EUI-64 ‘02‘:‘13 H49 :‘FF HFE ‘:12 |:|34 |:‘56 ‘

Identity Association

An Identity Association (IA) is a collection of addresses assigned to a DHCP client, through which the
server and client can manage a set of related IP addresses. Each IA must be associated with exactly
one interface. The DHCP client uses the IA assigned to an interface to obtain configuration from a DHCP
server for that interface. Each IA consists of a unique IAID and associated IP information.

The IA type is the type of address in the IA. Each IA holds one type of address. IA_NA means an identity
association for non-temporary addresses and IA_TA is an identity association for temporary addresses.
An IA_NA option contains the T1 and T2 fields, but an IA_TA option does not. The DHCPV6 server uses T1
and T2 to control the time at which the client contacts with the server to extend the lifetimes on any
addresses in the IA_NA before the lifetimes expire. After T1, the client sends the server (S1) (from which
the addresses in the IA_NA were obtained) a Renew message. If the time T2 is reached and the server
does not respond, the client sends a Rebind message to any available server (S2). For an IA_TA, the
client may send a Renew or Rebind message at the client's discretion.

T2

T1

Rensw Ren Re
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DHCP Relay Agent

A DHCP relay agent is on the same network as the DHCP clients and helps forward messages between
the DHCP server and clients. When a client cannot use its link-local address and a well-known multicast
address to locate a DHCP server on its network, it then needs a DHCP relay agent to send a message to
a DHCP server that is not attached to the same network.

The DHCP relay agent can add the remote identification (remote-ID) option and the interface-ID option
to the Relay-Forward DHCPv6 messages. The remote-ID option carries a user-defined string, such as the
system name. The interface-ID option provides slot number, port information and the VLAN ID to the
DHCPV6 server. The remote-ID option (if any) is stripped from the Relay-Reply messages before the relay
agent sends the packets to the clients. The DHCP server copies the interface-ID option from the Relay-
Forward message into the Relay-Reply message and sends it to the relay agent. The interface-ID should
not change even after the relay agent restarts.

Prefix Delegation

Prefix delegation enables an IPv6 router to use the IPv6 prefix (network address) received from the ISP (or
a connected uplink router) for its LAN. The PM Device uses the received IPv6 prefix (for example,
2001:db2::/48) to generate its LAN IP address. Through sending Router Advertisements (RAs) regularly by
multicast, the PM Device passes the IPv6 prefix information to its LAN hosts. The hosts then can use the
prefix to generate their IPv6 addresses.

ICMPVv6

Internet Control Message Protocol for IPv6 (ICMPv6 or ICMP for IPv6) is defined in RFC 4443. ICMPvV6 has
a preceding Next Header value of 58, which is different from the value used to identify ICMP for IPv4.
ICMPV6 is an integral part of IPv6. IPv6 nodes use ICMPV6 to report errors encountered in packet
processing and perform other diagnostic functions, such as "ping".

Neighbor Discovery Protocol (NDP)

The Neighbor Discovery Protocol (NDP) is a protocol used to discover other IPv6 devices and track
neighbor’s reachability in a network. An IPv6 device uses the following ICMPv6 messages types:

= Neighbor solicitation: A request from a host to determine a neighbor’s link-layer address (MAC
address) and detect if the neighbor is still reachable. A neighbor being “reachable” means it
responds to a neighbor solicitation message (from the host) with a neighbor advertisement message.

= Neighbor advertisement: A response from a node to announce its link-layer address.

= Router solicitation: A request from a host to locate a router that can act as the default router and
forward packets.

= Router advertisement: A response to a router solicitation or a periodical multicast advertisement from
a router to advertise its presence and other parameters.

IPv6 Cache

An IPv6 host is required to have a neighbor cache, destination cache, prefix list and default router list.
The PM Device maintains and updates its IPv6 caches constantly using the information from response
messages. In IPv6, the PM Device configures a link-local address automatically, and then sends a
neighbor solicitation message to check if the address is unique. If there is an address to be resolved or
verified, the PM Device also sends out a neighbor solicitation message. When the PM Device receives a
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neighbor advertisement in response, it stores the neighbor’s link-layer address in the neighbor cache.
When the PM Device uses a router solicitation message to query for a router and receives a router
advertisement message, it adds the router’s information to the neighbor cache, prefix list and
destination cache. The PM Device creates an entry in the default router list cache if the router can be
used as a default router.

When the PM Device needs to send a packet, it first consults the destination cache to determine the
next hop. If there is no matching entry in the destination cache, the PM Device uses the prefix list to
determine whether the destination address is on-link and can be reached directly without passing
through a router. If the address is unlink, the address is considered as the next hop. Otherwise, the PM
Device determines the next-hop from the default router list or routing table. Once the next hop IP
address is known, the PM Device looks into the neighbor cache to get the link-layer address and sends
the packet when the neighbor is reachable. If the PM Device cannot find an entry in the neighbor
cache or the state for the neighbor is not reachable, it starts the address resolution process. This helps
reduce the number of IPv6 solicitation and advertisement messages.

Multicast Listener Discovery

The Multicast Listener Discovery (MLD) protocol (defined in RFC 2710) is derived from IPv4's Internet
Group Management Protocol version 2 (IGMPv2). MLD uses ICMPv6 message types, rather than IGMP
message types. MLDv1 is equivalent to IGMPv2 and MLDV2 is equivalent to IGMPvV3.

MLD allows an IPv6 switch or router to discover the presence of MLD listeners who wish to receive
multicast packets and the IP addresses of multicast groups the hosts want to join on its network.

MLD snooping and MLD proxy are analogous to IGMP snooping and IGMP proxy in IPv4.

MLD filtering controls which multicast groups a port can join.

MLD Messages

Example

A multicast router or switch periodically sends general queries to MLD hosts to update the multicast
forwarding table. When an MLD host wants to join a multicast group, it sends an MLD Report message
for that address.

An MLD Done message is equivalent to an IGMP Leave message. When an MLD host wants to leave a
multicast group, it can send a Done message to the router or switch. The router or switch then sends a
group-specific query to the port on which the Done message is received to determine if other devices
connected to this port should remain in the group.

— Enabling IPv6 on Windows 7

Windows 7 supports IPv6 by default. DHCPV6 is also enabled when you enable IPv6 on a Windows 7
computer.

To enable IPv6 in Windows 7:

Select Control Panel > Network and Sharing Center > Local Area Connection.
Select the Internet Protocol Version 6 (TCP/IPv6) checkbox to enable it.

Click OK to save the change.
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Y Local Area Connection Properties @

Metworking

Connect using:

&F  Broadcom NetXireme Gigabit Ethemet

This connection uses the following items:

0% Client for Microsoft Networks

EQDS Packet Scheduler

E File and Printer Sharing for Microsoft Metworks
(=Y iriemet Protocol Version 6 (TCP/IPv6)

i [ntemet Protocol Version 4 (TCP/1Pv4)

Description
TCP/IP version &. The latest version of the intemet protocol

that provides communication across diverse interconnected
networks.

[ oK ] Cancel ]

Click Close to exit the Local Area Connection Status screen.
Select Start > All Programs > Accessories > Command Prompt.

Use the i pconfi g command to check your dynamic IPv6 address. This example shows a global address
(2001:b021:2d::1000) obtained from a DHCP server.

C:\>ipconfig

W ndows | P Configuration

Et her net adapter Local Area Connection:

Connecti on-specific DNS Suffix

IPv6 Address. . . . . . . . . . . : 2001:b021:2d::1000
Link-local IPv6 Address . . . . . : fe80::25d8: dcab: c80a: 5189%1
IPv4 Address. . . . . . . . . . . : 172.16.100.61

Subnet Mask . . . . . . . . . . . . 255.255.255.0

Default Gateway . . . . . . . . . : feB80::213:49ff:feaa: 7125%1

172.16. 100. 254
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APPENDIX D
Legal Information

Copyright © 2025 by Zyxel and/ or its affiliates

The contents of this publication may not be reproduced in any part or as a whole, transcribed, stored in a retrieval system, translated into any
language, or transmitted in any form or by any means, electronic, mechanical, magnetic, optical, chemical, photocopying, manual, or
otherwise, without the prior written permission of Zyxel and/or its affiliates.

Published by Zyxel and/or its affiliates. All rights reserved.

Disclaimer

Zyxel does not assume any liability arising out of the application or use of any products, or software described herein. Neither does it convey any
license under its patent rights nor the patent rights of others. Zyxel further reserves the right to make changes in any products described herein
without notice. This publication is subject to change without notice.

Regulatory Notice and Statement

United States of America

Canada

The following information applies if you use the product within USA area.

FCC EMC Statement
= The device complies with Part 15 of the FCC Rules. Operation is subject to the following two conditions:
(1) This device may not cause harmful interference, and
(2) This device must accept any interference received, including interference that may cause undesired operation.

= Changes or modifications not expressly approved by the party responsible for compliance could void the user’s authority to operate the
equipment.

NOTE: This equipment has been tested and found to comply with the limits for a Class B digital device, pursuant to Part 15 of the FCC Rules. These
limits are designed to provide reasonable protection against harmful interference in a residential installation. This equipment generates, uses,
and can radiate radio frequency energy and, if not installed and used in accordance with the instructions, may cause harmful interference to
radio communications. However, there is no guarantee that interference will not occur in a particular installation. If this equipment does cause
harmful interference to radio or television reception, which can be determined by turning the equipment off and on, the user is encouraged to
try to correct the interference by one or more of the following measures:

= Reorient or relocate the receiving antenna

= Increase the separation between the equipment and receiver

= Connect the equipment into an outlet on a circuit different from that to which the receiver is connected
= Consult the dealer or an experienced radio/TV technician for help

Caution
Changes or modifications not expressly approved by the party responsible for compliance could void the user’s authority to operate the device.

The following information applies if you use the product within Canada.

Innovation, Science and Economic Development Canada ICES Statement
CAN ICES(B) / NMB(B)

Safety Warnings

= Do not put the device in a place that is humid, dusty or has extreme temperatures as these conditions may harm your device.
Please refer to the device back label, datasheet, box specifications or catalog information for the power rating of the device and operating
temperature.

= Do not use this product near water, for example, in a wet basement or near a swimming pool.
The Power Supply is not waterproof, avoid contact with liquid. Handle the Power Supply with care; do not pry open, nor pull or press the pins
onit.
Do not expose your device to dampness, dust or corrosive liquids.

= Do not store things on the device.
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= Do not obstruct the device ventilation slots as insufficient airflow may harm your device. For example, do not place the device in an
enclosed space such as a box or on a very soft surface such as a bed or sofa.

= Do notinstall orservice this device during a thunderstorm. There is a remote risk of electric shock from lightning.

= Connect ONLY suitable accessories to the device.

= Do not open the device. Opening or removing covers can expose you to dangerous high voltage points or other risks.

= Only qualified service personnel should service or disassemble this device. Please contact your vendor for further information.

= Make sure to connect the cables to the correct ports.

= Place connecting cables carefully so that no one will step on them or stumble over them.

= Always disconnect all cables from this device before servicing or disassembling.

= Do not remove the plug and connect it to a power outlet by itself; always attach the plug to the power adaptor first before connecting it to
a power outlet.

= Do not allow anything to rest on the power adaptor or cord and do NOT place the product where anyone can walk on the power adaptor
or cord.

= Please use the provided or designated connection cables/power cables/ adaptors. Connect it to the right supply voltage (for example,
120V AC in North America or 230V AC in Europe). If the power adaptor or cord is damaged, it might cause electrocution. Remove it from the
device and the power source, repairing the power adapter or cord is prohibited. Contact your local vendor to order a new one.

= Do not use the device outside, and make sure all the connections are indoors. There is a remote risk of electric shock from lightning.

= CAUTION: Risk of explosion if battery is replaced by an incorrect type, dispose of used batteries according to the instruction. Dispose them at
the applicable collection point for the recycling of electrical and electronic devices. For detailed information about recycling of this
product, please contact your local city office, your household waste disposal service or the store where you purchased the product.

= The following warning statements apply, where the disconnect device is not incorporated in the device or where the plug on the power
supply cord is intended to serve as the disconnect device,
- For permanently connected devices, a readily accessible disconnect device shall be incorporated external to the device;
- For pluggable devices, the socket-outlet shall be installed near the device and shall be easily accessible.

= CLASS 1 CONSUMER LASER PRODUCT EN 60825-1: 2014+A11:2021 & EN 50689:2021

= CAUTION: Use of controls or adjustments or performance of procedures other than those specified herein may result in hazardous radiation
exposure.

= Complies with 21 CFR 1040.10 and 1040.11 except for conformance with IEC 60825-1 Ed. 3., as described in Laser Notice No. 56, dated May 8,
2019.

Environment Statement

ErP (Energy-related Products)

Zyxel products put on the EU and United Kingdom market in compliance with the requirement of the European Parliament and the Council
published Directive 2009/125/EC and UK regulation establishing a framework for the setting of ecodesign requirements for energy-related
products (recast), so called as "ErP Directive (Energy-related Products directive) as well as ecodesign requirement laid down in applicable
implementing measures, power consumption has satisfied regulation requirements which are:

= Network standby power consumption < 8W, and/or
= Off mode power consumption < 0.5W, and/or
= Standby mode power consumption < 0.5W.

Disposal and Recycling Information

The symbol below means that according to local regulations your product and/or its battery shall be disposed of separately from domestic
waste. If this product is end of life, take it to a recycling station designated by local authorities. At the time of disposal, the separate collection of
your product and/or its battery will help save natural resources and ensure that the environment is sustainable development.

Die folgende Symbol bedeutet, dass Ihr Produkt und/oder seine Batterie gemal den 6rtlichen Bestimmungen getrennt vom Hausmiill entsorgt
werden muss. Wenden Sie sich an eine Recyclingstation, wenn dieses Produkt das Ende seiner Lebensdauer erreicht hat. Zum Zeitpunkt der
Entsorgung wird die getrennte Sammlung von Produkt und/oder seiner Batterie dazu beitragen, natirliche Ressourcen zu sparen und die Umwelt
und die menschliche Gesundheit zu schitzen.

El simbolo de abajo indica que segun las regulaciones locales, su producto y/o su bateria deberan depositarse como basura separada de la
doméstica. Cuando este producto alcance el final de su vida (til, llévelo a un punto limpio. Cuando llegue el momento de desechar el
producto, la recogida por separado éste y/o su bateria ayudara a salvar los recursos naturales y a proteger la salud humanay
medioambiental.

Le symbole ci-dessous signifie que selon les réglementations locales votre produit et/ou sa batterie doivent étre éliminés séparément des ordures
ménageres. Lorsque ce produit atteint sa fin de vie, amenez-le a un centre de recyclage. Au moment de la mise au rebut, la collecte séparée
de votre produit et/ou de sa batterie aidera a économiser les ressources naturelles et protéger I'environnement et la santé humaine.

Il simbolo sotto significa che secondo i regolamenti locali il vostro prodotto e/o batteria deve essere smaltito separatamente dai rifiuti domestici.
Quando questo prodotto raggiunge la fine della vita di servizio portarlo a una stazione diriciclaggio. Al momento dello smaltimento, la raccolta
separata del vostro prodotto e/o della sua batteria aiuta a risparmiare risorse naturali e a proteggere 'ambiente e la salute umana.
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Symbolen innebar att enligt lokal lagstiftning ska produkten och/eller dess batteri kastas separat fran hushalisavfallet. Nar den har produkten nar
slutet av sin livslangd ska du ta den till en atervinningsstation. Vid tiden for kasseringen bidrar du till en battre miljio och méansklig halsa genom att
gora dig av med den pa ett atervinningsstalle.

PAN 1
[=N=)

ZREE-RIENEE  BEREUTESRER:
BB ERBLK  KESNEESBIIRIE -
B RREIEE
- (RS - IR B IRAEK - FK - BRE - SSKEMARES R KD -
- RERSY - I7DEBXE - 559 - W1 - RYSEMASENMH -
. BRARRE  A2RENHBIRE  AEISENER -
o UINEEFERRE  UOERARERNERSES -
- EELAFENEREERSARENER -
. BIREREBREMANEH -
- MREB/AEBZENEX  SHEBENER - BREEDHRASEECHBZEN -
- BRBEENERTEENERNEFRELWE -
. BEORREELR -
- B7EBRBOBHIL  ERERAEHTEAREES -
- FREABERENEENERSR / BRE/ BEREER  REHERISENHUEEE (10 2 HESE 110 K45F) -
- BEERZEBFZNEREZBR[OERBIR  BIEENRR  HMEEBEESER  SEBBXTHER - F2HEIEEE)
WER  FERE  FEEMETRENER BE-ERTNEREES -
. BEORULRBELEREN  LRFEEESHEREAR -
. BORE—MBAREE -
- BEEZHEMEMLNRBEEINEK -
- FEEEMEBABTVELNMERRE -
- EmRAHERENEZFRMERGNEHEAREEREN -8,  UTEERER:
- HRABEZRE  ERENDAZRUBRZEERE ;
- HWEEAZRE  BENARAZRZMMBMERSRERN -

About the Symbols

Various symbols are used in this product to ensure correct usage, to prevent danger to the user and others, and to prevent property damage.
The meaning of these symbols are described below. It is important that you read these descriptions thoroughly and fully understand the
contents.

Explanation of the Symbols

SYMBOL EXPLANATION

Alternating current (AC):
/\/ AC is an electric current in which the flow of electric charge periodically reverses direction.

Direct current (DC):

DC if the unidirectional flow or movement of electric charge carriers.

Earth; ground:
A wiring terminal intended for connection of a Protective Earthing Conductor.

Class Il equipment:

|:| The method of protection against electric shock in the case of class Il equipment is either double insulation or
reinforced insulation.

Viewing Certifications

Go to www.zyxel.com to view this product’s documentation and certifications.
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Zyxel Limited Warranty

Zyxel warrants to the original end user (purchaser) that this product is free from any defects in material or workmanship for a specific period (the
Warranty Period) from the date of purchase. The Warranty Period varies by region. Check with your vendor and/or the authorized Zyxel local
distributor for details about the Warranty Period of this product. During the warranty period, and upon proof of purchase, should the product
have indications of failure due to faulty workmanship and/or materials, Zyxel will, at its discretion, repair or replace the defective products or
components without charge for either parts or labor, and to whatever extent it shall deem necessary to restore the product or components to
proper operating condition. Any replacement will consist of a new or re-manufactured functionally equivalent product of equal or higher value,
and will be solely at the discretion of Zyxel. This warranty shall not apply if the product has been modified, misused, tampered with, damaged by
an act of God, or subjected to abnormal working conditions.

Note

Repair or replacement, as provided under this warranty, is the exclusive remedy of the purchaser. This warranty is in lieu of all other warranties,
express or implied, including any implied warranty of merchantability or fitness for a particular use or purpose. Zyxel shall in no event be held
liable for indirect or consequential damages of any kind to the purchaser.

To obtain the services of this warranty, contact your vendor.

Enquiries
Go to https://www.zyxel.com/service-provider/global/en/download-enquiry to request a User’s Guide for configuration assistance and related
safety warnings.

Trademarks

ZyNOS (Zyxel Network Operating System) and ZON (Zyxel One Network) are registered trademarks of Zyxel Communications, Inc. Other
trademarks mentioned in this publication are used for identification purposes only and may be properties of their respective owners.

Open Source Licenses

This product may contain in part some free software distributed under GPL license terms and/or GPL-like licenses.
To request the source code covered under these licenses, please go to: https://service-provider.zyxel.com/global/en/gpl-oss-software-notice
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